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Explosive growth in deployment of IoTs is expected industry-wide.  However, for wide acceptance 
of IoT in the marketplace, strong security should be embedded into them.  Often, traditional cryp-
to-based security schemes aren’t feasible due to limited power and computational resources avail-
able.  Recently we have introduced a new security paradigm/architecture, namely security fusion, 
for such resource constrained massive deployments.  The crux of the approach is in synthesizing 
strong global security properties from weak point-to-point or component security assurances.  In 
this talk we will focus on a fusion technique based on state machine synthesis of security proper-

ties.  Furthermore, we will discuss new protocols for scalable local device authentication based on PUF (Physical Unclonable 
Functions) technologies.
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